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What Is Covered

* Importance of Tourism industry and the threats faced.

e Growth in the use of ICT within Tourism.
* The increasingly malicious cyber environment.

 The need to investigate cyber vulnerabilities from a
Tourism industry perspective.

 The proposed conceptual model.
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Background

e Tourism is a $48.7 billion industry in Australia.
(Tourism Victoria, 2006)

o Tourism industry is extremely diverse and is made up of
a large number of distinct sectors, all with varying levels
of iInvolvement in tourism. (Goeldner and Richie, 2003)

 An important industry globally and to Australia.

— EXxpected to grow with recent developments.
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Threats to Tourism

e Since 9/11 the security of travellers has been at the front
of concerns by many governments and organisations.

« Major focus on the physical security.
(Beirman, 2003; Hall & Dallen, 2003; Wilks, 2005; Pizam & Mansfeld, 2006)

» Little research has been undertaken focusing on cyber
threats to tourism industry.

* Cyber threats from other industries are taken very
seriously.
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ICT Use In Tourism

e ICT is becoming increasingly important to the tourism
Industry offering “...efficiency, productivity &
competitiveness.”

(Buhalis, 2003:805)

« Tourism is an ‘information intensive’ industry.
(Buhalis & Deimezi, 2003)

* “The proliferation of the Internet, as a main stream
communication media and as an info-structure for
business transactions has generated a wide range of
strategic implications for businesses in general”.
(Buhalis, 2003:805)
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o |CT offers opportunities for undertaking criminal, illegal
and inappropriate cyber behaviours. (Broucek & Turner, 2005)

« |ICT is also an enabler for illicit activity. (Savona & Mignone,

2004)
Overcome geographic boundaries ICT systems global availability
Allow a high level of anonymity ICT access and purchase at a low cost
ICT systems can be easy to use Networks are highly unregulated
Allow fast access High level of security and encryption

(Savona & Mignone, 2004)
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Malicious Cyber Environment

e Cyber attacks are now more malicious and targeted.

 ldentity theft (and the resulting financial fraud) is the
biggest growing cyber threat at present. (csi, 2007)

 There is a market for ‘Zero-day’ exploits, tools and
Information. (McAfee, 2007)

e “The unfortunately reality is that no one is immune from
the malicious industry’s reach.”
Dave DeWalt — President and CEO of McAfee Inc.(2007)
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Unigue Aspects In Tourism

* Challenges faced by tourism industry

— Information intensive.

— Sensitive information is required.

— Systems can be linked together.

— ICT systems can be accessed via public networks.
— Tourists want convenience.

— Travellers can be ‘out of touch’ for periods of time.

* ‘Organisational centric’ approach to cyber security
causes challenges for tourism industry.
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Research Overview

 There is a need to investigate cyber threats and
vulnerabilities from the Tourism Industry perspective.

 Need a framework from which to explore:

— the potential vulnerabilities faced by the use of ICT in tourism.

— the possible impacts of the vulnerabilities.

— suitable responses to cyber based threats and incidents.
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Proposed Conceptual Framework

 Need a framework from which to explore cyber
vulnerabilities from an industry wide perspective.

* Proposed model based on physical security exploratory
model proposed by Pizam and Mansfeld (2006).

 Framework consists of 3 aspects:

— The ‘Nature’ of the threats.
— The ‘Impact’ of the threats.

— The ‘Response’ to the threats.
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Framework

Nature Impact Response
e Type | Tourism Provider , Tourist Provider
e Frequency Tourist Behaviour Support Service
e Motive Tourism Industry Image & Perception
o Target Host Government Prevention
o Severity — Origin Government ——» Reduction
e Location e Media Behaviour e Mitigation
e Origin e Recovery
e Knowledge
e Perception

Based on Model by Pizam and Mansfeld, 2006.
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* First stage is to identify the threats faced by the tourism
Industry.

 Examine the threats based on their Legal Nature
(Criminal, lllegal or Inappropriate); and

 The Intent behind the attack (Accidental vs. Deliberate).




Faculty of Business

UTAS School olformatinn S s_t_ems

e Second stage is to assess the impact of the threat on the
tourism industry.

« This stage will examine the Impact from a Systems
and/or Informational perspective.

Informational

System

- Internal - Internal
- External - External
- Target - Target
- Origin - Origin
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Response to the Threat

* Final stage Is to assess responses to the perceived
threats.

 Examine based on Incident Type (Targeted, Untargeted
& Potential).

Ry BB
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 The possible Protective activity (Proactive, Reactive &
Mitigation).
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Summary

e Tourism is important to Australia and the rest of the
world.

* Increasing use and reliance on ICT to conduct business.

* Important to examine cyber based threats from a tourism
Industry perspective.

 Research in early stages.

* Proposed framework will form the basis of the
Investigation.
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